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Introduction
While unknown “Zero Day” threats may win the 
headlines, the reality is that the vast majority of 
security breaches happen when attackers exploit 
misconfigured systems or well-documented security 
flaws in software or hardware.

The IT infrastructure of a modern enterprise is made 
up of a complex architecture of dynamic networks, 
cloud infrastructure, dozens of software applications 
and thousands of endpoint devices. Each element of 
the architecture has its own sets of security controls. 
A simple misconfiguration — or a drift to less secure 
configurations — is all an attacker needs to hack into 
your infrastructure, networks, devices and software.

”More security controls do not make 
your enterprise more secure.”

It’s almost impossible, from a practical standpoint, 
for multiple enterprise security teams to manually 
coordinate their work and optimize configurations 
for all the overlapping systems. Different teams 
have their own management tasks, mandates, and 

security concerns. Additionally, performing constant 
optimizations and manual testing imposes a heavy 
burden on already short-staffed security teams. This 
is why security teams are turning to Breach and Attack 
Simulation (BAS) to mitigate constantly emerging (and 
mostly self-inflicted) security weaknesses.

BAS is fundamentally different from legacy Penetration 
Testing and Vulnerability Management tools. Both 
of those approaches require substantial manual 
guidance and actually create more work and more 
noise for your security teams. In contrast, BAS fully 
automates and constantly simulates thousands of 
attacks in comprehensive playbooks. BAS detects 
misconfigurations and security holes, and should go 
further to clearly indicate highest priority mitigations. 
This lets security teams accomplish more with fewer 
resources and move from a reactive to a proactive 
security stance that provides their organization with far 
greater levels of assurance that IT infrastructure and 
data are — and will remain — secure. The continuous 
simulations enable the enterprise to progressively 
improve its security posture.
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What to Look for in a BAS Platform
BAS solutions require several critical capabilities to scale and be most effective in a complex enterprise environment. 
This document explains what these important capabilities are, and how they contribute to the best security outcomes 
and reduce business risk for the organization.
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Breach and Attack Simulation
For Security Control Validation

Simulate 
Ensure an extensive playbook of attack methods to simulate all attacks or simulate 
based on Threat Groups, Tactics and Techniques, or specific malware typesattack 
methods to simulate all attacks or simulate based on Threat Groups, Tactics and 
Techniques, or specific malware types.

Visualize 
Present the data-driven results from simulations to paint the picture of your security 
posture based on risk score, MITRE ATT&CK heat map and Infrastructure view of how 
data could be exfiltrated.

Prioritize
Ingest VM scans from vulnerability management solutions and correlate simulation 
results to set new score based on exploitability to properly prioritize patch 
management based on what could be at risk for the organization.

Remediate
Bring together cross-functional teams with the common goal of focusing on security 
controls and patch management to harden the security posture. 



1. Attack Technique and APT Coverage 

With automated attacks escalating and growing in volume and severity, attackers try numerous exploits and test 
different types of weaknesses when they attempt to breach a target. Additionally, hackers can often ascertain which 
security controls and systems an organization is running and tune their attacks to map to the blind and weak spots of 
those systems. 

A BAS platform must have a comprehensive playbook to draw upon, containing attack tactics, techniques, and 
procedures (TTPs) covering all Advanced Persistent Threats (APTs). The playbook should include, but not be limited to, 
the TTPs of MITRE ATT&CK framework.

Coverage of all major attack surfaces
Enterprise IT footprints are large and complex. They consist of numerous network solutions, the full array of endpoint 
devices, Windows and Linux servers, and desktops and laptops running every version of Windows and Mac are likely 
to be deployed across this infrastructure. Validating and tracking the security posture of complex and dynamic 
environments is extremely challenging and a burden to security and operations teams.

A complete BAS platform must cover the major attack surfaces: network, endpoint, cloud and email. For example, it will 
test all major operating systems that you run on-premises, on local and distributed machines and in the cloud. The BAS 
should cover all security controls because they are often subject to inadvertent misconfigurations as part of patching, 
updating, and other normal IT processes.

As organizations are moving to the 
cloud it is imperative that a BAS 
solution simulate attacks against 
public and private cloud infrastructure 
(IaaS), addressing the control plane, 
including IAM, network, storage, and 
administrator access. It is also crucial 
to move up the cloud technology 
stack and address the data plane, 
covering lateral movement, system 
abuse, privilege escalation, and running 
unapproved processes. With attacks 
now focusing on container-based 
applications it is important that the BAS 
platform have attacks specifically for 
Docker containers.
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SLA on new threats
A BAS platform must have a way to cover newly introduced threats quickly. When a new threat is identified and 
announced via a new US-CERT alert, security teams must be able to quickly test against it, and identify what security 
gaps the threat could take advantage of. More specifically, you should check the SLA and response time guarantees 
of a BAS platform with regard to covering known threats. The R&D team of a BAS vendor should be able to ship a 
comprehensive set of simulations covering any US-CERT identified or emerging threat within a few days. This allows 
organizations to validate their defenses as soon as the threat related simulations are published. BAS platforms that 
take a week or more to add simulations to protect organizations against new US-CERT warnings should be viewed 
with caution; during that period hackers can capitalize on the newly released warning to compromise an organization’s 
infrastructure and the business could be severely impacted. 
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Coverage flexibility
In-depth attack coverage is imperative for BAS to ensure the enterprise is secure from all known attacks. Just because 
an attack is known does not make it currently relevant in today’s infrastructure. For efficiency and better interpretation 
of results, the BAS platform should emphasize and give testing priority to attack methods that are potentially damaging 
today. At the same time, the BAS platform needs flexibility to allow security teams to focus on specific tactics or 
techniques. For example, they will require the ability to test TTPs of specific threat groups that are high-priority for the 
organization. The team may decide to run all tactics and techniques associated with a specific threat group across 
all simulators in the enterprise. If an inquiry such as “how secure are we against threats x, y, and z?” comes from the 
executive suite or the board, the BAS platform should be able to quickly provide the answer.

Authenticity and validity of attacks
Simulated attacks must be as close as possible to a real attack. For example, running a network recording of an attack is 
different than actually conducting the attack between two live, real entities (which are SafeBreach simulators) running in 
a production or near-production environment. Likewise, scanning the environment and configurations and deducing the 
potential success of an attack is not equivalent to actually performing the attack and seeing the outcome.

SLA



Scaling “Red Team” operations
An extensible BAS platform enables the red teams to scale and to set up wider testing coverage than previously possible. 
The red team wants the capability to build or upload its own attacks to the platform, to better anticipate novel TTPs and 
attack progressions. This extensibility will allow the red team to address:

• Organization-specific risks that may not be covered in the various frameworks

• New risks recently discovered, but not yet resolved in the patching process

In this manner, the BAS solution should be able to combine building blocks of attacks which already exist in the platform, 
to develop new attack combinations. This adds speed and efficiency to attack development. The BAS platform should 
also support ways to add new attacks, leveraging network recording (PCAP) or programming languages like Python.

Unknown threat coverage
Covering known threats is not enough. In order to cover unknown threats and patterns that may not be obvious, a 
comprehensive BAS platform must have sufficient coverage of attacker behaviors and general cybersecurity tactics, 
techniques and procedures. Ideally, this coverage will leverage well-known attack information sources like Securityfocus, 
GitHub and Reddit. Each organization should be able to determine which information sources are the most important 
and add those attacks to continuously update the attack playbooks. 
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SafeBreach is the only BAS vendor that actively contributes new techniques to the 
MITRE ATT&CK knowledgebase and framework. SafeBreach Labs has contributed 
four new techniques to the framework. Commitment to original research is a 
fundamental requirement for a BAS provider, to drive the platform’s capabilities ahead 
of fast evolving security threats.



2. Run Safely, Deliver Accuracy, 
   and Scale Intelligently 

Having thousands of attack scenarios readily available to test across the enterprise frees up testing time for the security 
teams. Red teams no longer have to build out each attack, including some that may not be relevant to the organization. 
Automated breach and attack simulation constantly runs attack scenarios, allowing humans to focus proactively on 
new high-priority attacks and suspected vulnerabilities before they are seen in the wild. It is also essential that the BAS 
platform not require complex configurations in order to run attack simulations properly in the network, because this 
could burden security teams and slow down reporting.

Scale intelligently
To scale intelligently and easily, the BAS platform 
needs to determine which attacks should run against 
specific points in the attack surface. It must be able 
to determine automatically which types of attacks 
to run, where to run them in the infrastructure, and 
in what sequences or rotations. For example, a BAS 
platform should run Windows attacks only on Windows 
machines, MacOS attacks only on Macs, Linux attacks 
only on Linux servers and Windows Servers attacks 
only on Windows Servers. Similarly, the BAS platform 
should recognize the context of IT assets and, for 
example, run data exfiltration exploits only against 
databases and other parts of the data infrastructure. 
This intelligence at using these capabilities helps 
the BAS system scale automatically to a large 
organization, without stressing the operations team. 
In addition, the BAS needs to be able to test attack 
playbooks across the entire kill chain to spot enhanced 
security remediation opportunities, even if the attack 
was blocked higher up in the chain by a control or other 
remediation measure.

To accurately test and measure a large organization’s 
security posture — and to scale up for a large 
organization — a BAS platform must continuously and 
automatically simulate known attacks and not require 
manual tuning and interactions to configure attack 
profiles and simulation parameters. 

|    Copyright © SafeBreach Inc. 20208

For example, extensive manual tuning is                   
time-intensive and complex, requiring the security 
team to understand the dynamic network paths. 
Manually-tuned BAS introduces human bias, 

potentially generating blind spots.

Run in production, without 
impacting services and 
applications
For a BAS platform to report accurately on enterprise 
security posture, it must run in the production 
environment and not in a mirrored production 
environment. Running simulations in a lab or air-
gapping them from production does not effectively 
test all the moving parts of a real enterprise network.

It’s important to distinguish between running 
simulations “in production” and “running against 
production applications.” The simulators must be 
installed in production traversing the production 
network, and they must represent — and run on — all 
the endpoints in the enterprise (Windows desktop 
OSs, Windows Servers OSs, Linux Server OSs, Mac 
OSs) and their security settings.
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Simulations must not impact live applications 
or services

The attack methods need to run from simulator to 
simulator, across the network and on the endpoints, 
but they should not be run against production 
applications and services. Running simulations that 
interact with live production applications would 
introduce risk of causing downtime, lost revenues and 
excessive burdens on IT security and DevOps teams.

If a BAS platform takes down or slows down any 
production services, then it will likely face opposition.  
In fact, rogue elements in an organization may 
actively seek to subvert or turn off the BAS platform 

if it impacts service delivery in any way. This means 
the platform must ensure no interaction with real live 
production systems occurs while performing simulated 
attacks.

All BAS operations can be undone

In other words, the platform framework should 
ensure that any operation carried out as part of BAS 
activity is completely reversible and easy to roll back 
programmatically. This ensures safe execution of the 
attacks in a production environment.



Over the past several years, many organizations focused on purchasing numerous security solutions to defend against 
cyberattacks. These include network tools, endpoint solutions, secure gateways, DLP, SIEM, SOAR and Vulnerability 
Management. Most security teams suffer from “tool sprawl” which has added significant complexity to their jobs. Ironically, 
tool sprawl has actually made it harder to maintain security due to the complexity of using and configuring 70 to 100 
security controls in place to guard against threats, and maintaining accurate awareness of how they work in combination. 

3. Ease of Use and Ecosystem Integration 

Any security tool can be useless if misconfigured or 
not properly integrated into other systems. Thus, any 
new solution should reduce complexity, not increase it, 
in order to be accepted and leveraged properly. 

A BAS platform should be easy to use and also 
measurably increase the ease of use of other security 
tools and controls that an organization uses.

To start with, an effective BAS will test every security 
control for each solution by simulating attacks to 
infiltrate, exploit hosts, move laterally and exfiltrate 
data. This BAS process serves as the single testing 
point across all controls, and it simplifies the 
cumbersome process of either manually verifying or 
tuning penetration testing systems. Secondarily, an 
effective BAS should fit without friction into existing 
workflows and not require additional separate 
workflows or significant professional services to be 
effectively integrated and work properly.

Some of the core elements of this integration 
capability are as follows:

Automated analysis of security 
events — Technology Integrations
Understanding how the security ecosystem responds 
to each type of attack is key to improving the security 
posture. BAS platforms must integrate with endpoint, 
network and SIEM solutions to automatically correlate 
security events to simulated attacks. This saves 
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significant time for the security team in analyzing 
and searching for key events and recognizing gaps. 
Effective integration enables the BAS platform to 
automatically determine if a simulated attack was 
prevented, detected, or completely missed by the 
security ecosystem. 

Integration with automated 
workflows and processes
BAS should have tight workflow integrations with 
SOAR, SIEM, and ticketing solutions for automated 
breach remediation. Integrations with workflow 
systems can be used to trigger processes for 
additional information gathering, configuration 
changes and analyst approvals that are required to 
direct mitigation and remediation of issues. Over time, 
these bi-directional workflow integrations improve the 
security posture and reduce the risk of a breach by 
improving the ability of the security team to quickly and 
effectively mitigate issues discovered by BAS.

To sum up, an analysis of how security teams spend 
their time should show less time spent on manual 
manipulation of testing, and little to no extra time 
spent on integrating the BAS tool. Otherwise, the BAS 
platform may be somewhat counterproductive.



Risk scoring and gap prioritization
Implementing BAS means running hundreds of 
thousands of attacks in the enterprise. It is unrealistic 
to expect teams to analyze and act upon the plethora 
of alerts — each notifying them of a security gap that 
was discovered — generated by the BAS simulations. A 
scalable BAS platform must have the ability to abstract 
individual results and automatically deduce mitigation 
actions so that security and infrastructure teams can 
work holistically at a higher level to improve security 
posture based on business risk. 

BAS solutions should bring together critical data to 
help an organization understand its overall security 
posture. BAS can also bring together different security 
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teams by applying a risk rating approach that is driven 
by comprehensive data. To make this capability 
broadly useful, it will include particular consumer-
grade features, such as:

• Executive and automated reporting

•  Dashboards

•  Heat mapping and visualization tools

These help users to easily absorb and comprehend 
BAS simulation findings and recommended next steps. 
More specifically, this risk and prioritization capability 
should include the following components:

Key risk indicators
Risk indicators help to track your organization’s 
progress, validate that your security posture is indeed 
improving, and understand trends over time. The types 
of risk indicators tracked should reflect what your 
organization cares about most. For example, overall 
attack surface is measured as the percentage of 
attack attempts which pass through defenses.

Another indicator might be the success rate of 
defense against attacks, measured as the percentage 
of MITRE framework attacks that are blocked. An 
organization may want to calculate risks against its 
critical segments, or elevate the risk value of services 
that involve financial transactions or store financial 
data and PII. A BAS should make it easy to select, 
calibrate, and then measure against these indicators. 
Additionally, a BAS should be able to calculate the 
exposure time from discovery of a breach until it is 
resolved, as well as the success rate of remediation, 
in order to track:

• The efficiency and responsiveness of a security 
team

•  The effectiveness of improving security posture



Mapping attack paths
To help teams properly prioritize different mitigation tasks, 
it is valuable to visualize how attacks may reach an asset 
from the outside. A map or diagram of the kill chain helps 
the information security team see how to break the chain 
most efficiently. A rich visualization capability helps security 
teams comprehend and assess the entire attack surface of 
their organization. In particular, this is effective if a team can 
zoom into or out of different parts of the infrastructure, or 
filter results based on key attributes. The visualization helps 
with prioritization by enabling teams to see and analyze the 
kill chains of the highest-threat security risks identified by the 
BAS. For example, the visualization helps to:

1. See if there is a path from the external attacker to the 
target segment for infiltration or exfiltration

2.  Determine how exposed the target segment is from other 
segments

3.  Discover bottleneck segments or connections that allow 
many attack paths

Visualizations can also show the entire series or steps 
included in an attack from initial infiltration modalities, 
host compromises, lateral movements and propagation, 
to exfiltration, sequestration (ransomware) or destruction  
(wiping attacks).
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MITRE ATT&CK heat map
The MITRE ATT&CK framework establishes a common 
language for cyber security. Leveraging the ATT&CK navigator 
enables a BAS platform to heat map exposures, and this highly 
visual approach brings teams together quickly to pursue 
shared remediation goals. Simulation based on all attacks, or 
specific threat groups or techniques that are targeted to the 
organization is highly useful. Heat mapping of the simulation 
results quickly focuses teams on areas of exposure.

The simulation results, when incorporated into a MITRE 
ATT&CK heat map, should give an overall view of the security 
posture of all attacks tested. The heat map helps teams to 
choose tests that drill down into specific attack techniques 
for a detailed view of what simulations were prevented or 
detected, and the remediation options.



Executive reporting
While executive reports may not impact the prioritization of day-to-day operations, they help teams communicate their 
strategy for prioritizing security actions and allocating security assets.

Desirable features of executive reports in a BAS solution:

• Convey a clear picture of the organization’s security posture

• Detail the security posture against specific Threat Group TTPs

• Help make the case for a change in configuration or strategy

• Support requests for budget

• Extensive enough to demonstrate real trends  and activities

• Automated and able to track progress (or lack of progress) over time
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A rich visualization capability helps security teams comprehend and assess the entire 
attack surface of their organization.



Because a BAS platform will continually run hundreds of thousands of breach methods to test the efficacy of all 
your security solutions and controls across known TTPs, this generates many alerts and suggestions for mitigation. 
Integration with endpoint, network and SIEM solutions are essential to automatically correlate the events to the 
appropriate security controls. Features such as risk scores, heat maps and network exposure maps help security teams 
and leaders see and quantify the areas to focus on for remediation.  

A well-designed BAS platform will aggregate results from all the simulations to provide holistic remediation actions, 
which is more efficient than fixing security gaps one by one. Threats should be grouped by categories, such as network, 
web, endpoint, and email. This makes it more feasible to coordinate efforts of security, IT, network, endpoint and risk 
teams in a holistic remediation plan.  

4. Prioritization of Mitigation Actions 

To help security and infrastructure teams remediate 
the most critical security gaps first, the BAS solution 
should prioritize suggested mitigation actions in a 
stack, ranked by business risk. This is driven by a 
prioritization engine informed by both the BAS and 
its contextual information on the general criticality 
of security gaps that BAS identifies. The ranking also 
depends on business logic defined by the organization 
to clearly identify higher priority assets. 

The BAS platform should create a top-priority unified 
workspace or dashboard where the full team can focus 
on the highest priority remediations to improve security 
posture based on business risk. 

Prioritization should be based on business risk, 
which can make small security changes extremely 
important. For example, updating one rule in a NextGen 
firewall may have a great impact on protecting the 
most valuable IT assets of a business. By contrast, 
remediating against much-publicized endpoint attacks 
may actually do little to reduce risk to 
the business.
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Integrate with Vulnerability 
Management solutions

The more advanced BAS solutions bring 
insights to vulnerability management 
scan results to add measurement of 
each actual exploitable weakness of the 
organization based on specific 
BAS simulations.



Problem:

Vulnerability management solutions scan the devices in an enterprise to determine which devices need to have specific 
patches applied. Security and IT teams are not able to keep up with the high volume of patch requests. Moreover, 
the priority list of patch mitigation from vulnerability management solutions does not take into consideration which 
vulnerabilities can actually be exploited, given the security controls currently in place.

Solution:

The BAS solution simulates various types of attacks across the kill chain to understand the potential exposures and risk 
to the organization. The integration with VM allows the BAS solution to ingest and correlate the vulnerability patch data 
to the breach and attack results.

The result:

The BAS solution defines a customized patch management priority list that is focused on mitigating business risk.

For example, a BAS solution will simulate the attack behaviors of trojans against email, network and endpoint solutions 
to test the full kill chain. In some simulations the attacks will be blocked on the network side, and thus never reach the 
vulnerabilities that exist further along the kill chain. In other simulations, however, it is likely that the attack will not be 
blocked by the security controls and this gives the organization insight into which vulnerabilities the trojan can exploit 
and continue through the kill chain.

The consolidation of vulnerability management and BAS results helps the organization understand the consequences of 
security gaps in terms of business risk, and define the most impactful priority of patch management to the organization.
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Flexible deployment options
Having flexible deployment options enables CISOs and CIOs to secure their existing infrastructure footprint effectively. 
It also allows them to adapt their security posture to match the ongoing evolution of their infrastructure.

A BAS solution should be accessible as both a SaaS and an on-premises system. At present, most regulated 
environments (financial services, health care, government) require on-premises deployment. Additionally, an 
enterprise-ready BAS must be able to deploy simulators of various operating systems including Windows, Linux, and 
MacOS. The BAS platform must also be deployable in major cloud environments including Amazon Web Services, 
Microsoft Azure, Google Compute Platform, and others. In reality, most large organizations now have a hybrid 
infrastructure that spans hosted infrastructure, private cloud, and public clouds. A BAS solution must accommodate 
these evolving hybrid architectures.

5. Time to Value

Ease and speed of deployment
How quickly and easily can simulators and BAS 
platforms be deployed? When asking about the 
standard timeline for deployment, confirm that 
estimates include testing and tuning time required to 
make the BAS platform production ready. Ascertain 
how much customization is required for configurations, 
dashboards, and report templates. For attack simulator 
configurations, ask to see the specific steps required to 
set up attacks that cover your network and endpoints. 
If this is complicated and requires many steps, then the 
BAS tool will require significant deployment time and 
may contain significant hidden complexity. Find out 
how much training is required for your team to become 
proficient on the platform. Excessive rollout time only 
delays improvements to security posture.
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Role-Based Access
Because BAS can and should assist multiple teams 
within an organization, from executives to blue and 
red teams, BAS platform will support role-based 
assignments. Executives can view reports and 
dashboards, while blue teams can configure and 
execute the various simulations. Red teams would be 
unique in having the ability to create new and custom 
breach methods.



Conclusion
To be effective in dynamic security environments today, a BAS solution must 
have a critical — and growing — set of features and capabilities. Weakness or 
absence in any one of these feature areas could mean that an organization 
may struggle to incorporate the BAS or may not realize the full potential of the 
technology. 

To be fully effective for the enterprise, a BAS must have:

Wide coverage of existing frameworks and the widest coverage as 
possible of known attack types and TTPs

A clear process for keeping up on the latest threat landscape, and the 
research resources to carry it out

Safe malware samples that will trigger security controls but will never 
impact production environments

Ensure broad, diverse endpoint coverage (Windows server, Linux, Windows 
desktop and laptops, Mac)

The ability to automatically and intelligently scale its simulations across 
the entire enterprise — in part, to avoid overloading the security teams with 
complex configurations and possibly introduce bias

Automatic correlation of simulation logs to the appropriate security 
solution to prevent excessive alerts to the SOC

Clear and concise charts, diagrams, and heat maps that present the 
simulation results and enable the security team to quickly understand the 
exposures and share the insights with extended teams

Accurate prioritization capabilities to prevent “remediation paralysis”

Mitigation data consolidated and targeted to network, web, endpoint and 
email remediation

Easily integration with major endpoint, network, SOAR and SIEM platforms

A BAS solution that lacks critical capabilities and integrations can cause lack 
of clarity, consume valuable staff time and other resources, and even hamper 
production services. On the other hand, a full-featured, well-integrated BAS 
platform significantly improves security posture through better analysis of the 
attack surface and remediation. Such a solution can pay for itself in a matter 
of months, by enabling information security teams to be more effective without 
adding more people and purchasing more security tools.
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Holistically 
remediate to defend 
your enterprise

Simulate TTPs 
to test your 
defenses

Visualize exposures 
with data-driven 
results

Prioritize 
vulnerabilities that 
are exploitable



Schedule a Demo Today
contact@safebreach.com


